As telecommunication networks grow larger and more complex, it is important to monitor internal link characteris tics for operation, monitoring, and diagnosis pwposes. Since router link monitoring is not practical due to high commu nication overhead, there has been considerable interest in monitoring from edge (end-to-end) observations. This pa per fo cuses on the estimation of internal link delay distri butions from edge measurements. Discrete and continuous delay models are introduced and we propose a new mixed finite mixture model for link delay probability density func tions(p.d.f.). When collecting end-to-end unicast packet de lays from edge nodes, we are able to estimate internal link delay distributions using the EM algorithm. Simulation re sults are given to illustrate our method.
t. INTRODUCTION
Network tomography is a new area concerned with inference of internal statistics of a network based on end-to-end mea surements at edge nodes. Tomography provides a vital tool for characterizing network behaviors without cooperating in ternal nodes. This is especially useful when either internal parameters are inaccessible or direct measurement of data traffic statistics are not supported by internal switches and routers [I, 2, 3, 51.
Link-level packet delays are important particulars for op timizing network performance and evaluating quality of ser vice(QoS). While transmission and propagation delays are usually conSidered as constant factors, the queueing delays contribute random packet delays. The inference of link delay distributions from end-to-end measurements was first pro posed by Presti et al [4] . They applied a discrete (binned) delay model and derived a sample-average based algorithm using multicast probes. Coates and Nowak [5] suggested an alternative '.unicast probing scheme using packet pairs and developed a :maximum likelihood(ML) inference technique based on the EM algorithm. A unicast approach for estimat ing cumulant generating functions of internal link delays was introduced in [6] .
In this paper, our fo cus is on a mixed discrete and con tinuous model for unicast end-to-end packet delays for in- 
PROBLEM FORMULATION
As in [5] , we consider the network topology as a logical tree
, where V is the set of nodes and E is the set of links. Assume the root node has only one child node. As sume a total of L links and number them from 1, . . . ,L. As sociate the only link connecting the root node as link 1. Each node in the tree has two or more child nodes, except the root and leaf nodes. Time stamped unicast packets are sent from the root node to one of the leaf nodes. The leaf nodes, considered as packet receivers, collect end-to-end delays for those packets. The pwpose is to identify the packet delay distribution for each individual internal link from the edge observations at the packet receivers. Assume there are R receivers and R possi ble routes from root to leaf nodes in the network. Note that all the packet routes include link 1.
Let X" I = 1, . . . ,L be the packet delay at link I, and l'i, i = 1,... ,R be the end-to-end delay of a packet along the path destinated to receiver i. We make the following in- 
DELAY MODELS

Discrete Delay Model
In the discrete delay model, a universal bin size q is used to [4] it was pro posed to adopt different bin sizes for different links, those bin sizes still need to be chosen in advance.
Continuous Delay Model
To avoid the use of binning, an alternative would be to as sume link delays are continuous random variables. Although queueing delay distributions have been derived for single link queues such as MIMIl, there are no known forms of proba bility distributions suitable for end-to-end queueing delays in most of today's telecommunication networks. Furthermore, for the internet, the simple MIMII queue is an inadequate model [8] . An alternative is the class of Gaussian mixture densities, which describes arbitrary shapes of the link delay distributions [9] . Let One can also consider the packet pair/stripe schemes sug gested in [5] and [7] , in which a pair or a stripe of uni cast packets with distinct destinations are sent back-to-back from the root node. These packets experience the same (or highly correlated) delays on shared links among their paths.
As shown in [10] , this kind of schemes allows identification of variances or higher order moments of internal link de lays with branching ratio larger than 2 in the case of packet stripes. However, packet stripes cannot identity the link de lay means.
MIXED FINITE MIXTURE MODEL AND EM ALGORITHM
Mixed Finite Mixture Model
In analysis of queueing systems, the utilization factor p is an important parameter in describing system behavior. p de notes the probability that the system is busy in serving cus tomers. For a stable system, 0 5 p < 1 (e.g. [11] ). As p < 1 there is a nonzero probability for a packet passing through a link without any appreciable queueing delay. This moti vates us to put a delta component at (or near) 0 in the link n -1306 delay mixture model, in addition to the continuous Gaus sian mixture components, making link delay a mixed dis crete/continuous random variable. The discrete part will be assigned probability mass 00 = 1 -p. Hence, similar to (1),
we have the modified model
f,(x) = OI,OcS(X) + E ol, m4>(X; 8"m) (2) m=l with all other parameters defined as in ( The delay distribution defined in (2) is identifiablefrom end to-end measurements if (1) 01 , 0 > 0 for all I. (2) All the Gaussian components in link delay distributions have dis tinct means and variances.
EM Algorithm
Assume that we have prior knowledge of all the link mix ture orders {k,}, Let Ni be the number of packets sent from root to receiver i and M. be the set of links intersecting that path, and let e denote the set of unknown parameters. Define x� i, n ) as the delay at link I encountered by the nth packet sent is generated by the mth mixture component and z t;:) = O ' otherwise. Let x = {xf i , n )} and Z = {z� i, n )} for alII, i, n. {x,z} is unobserved data. Define y (i, n ) as the end-to-end delay of the nth packet received by receiver i. The set y = {y (i, n ) } is called incomplete data, and the set {x,z,y} is The EM algorithm is similar to that for a single Gaussian mixture model[t2], which is the following: (8) i : IEM; n=l
EXPERIMENTAL RESULTS
We simulated of a network with tolK!logy shown in Fig.2 .
Throughout we assume that the number of components k I 's are known. We generated 15000 Li.d. end-to-end delays by MATLAB for each of the four packet routes and applied EM algorithm to find ML estimates of the Gaussian components and the Dirac delta component at zero. Tab.} lists the num ber of Gaussian mixture components for each link and the true/estimated probability 01,0 of link delay being O. Fig.3 compares the estimated Gaussian mixture components to the ideal ones. Both reveal that accurate estimates are obtained from our computer simulation.
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